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MOJIOXKXEHUE 06 anTUBHPYCHOM KOHTpOJIE
B MBJIOY «buiabunpckuii feTCKHil cag»

1. O0iue mMoJI0KEHHUHA

1.1. Hacrostmee Ilonmoxenwe pa3paboraHo Bo wucnosHeHue KoHuenuu
widopmarmonHor  O6ezomacHocTH MBJIOY  «bunpUMpCKUl  OETCKUK  CcaI»B
coorBeTcTBUM ¢ @DenepanbHbIM 3akoHOM Ne 149-®3 ot 27.07.2006 1. «OO6
MHGbOpMaIuu, “HHOPMAIIMOHHBIX TEXHOJOTUAX U 0 3aiuTe uHdopmanum», ' OCT P
NCO/M3BK 17799-2005 «IlpakTudeckr. mpaBuia yrIpaBieHHs HH(GOPMAIHOHHOMN
0€301acHOCTBIO» U APYTMMHU HOPMATHBHBIMH [IPABOBBEIMU aKTaMH M YCTAHABIMBAET
MOPSTIOK MPOBEAEHHS aHTUBUPYCHOI'0 KOHTPOoJsl B MB/IOY «bunpuupckuid 1eTCKUN

cal (nanee geTckuii can).
1.2. TpeGoBanus Hactosiero ITonoxeHus ABIAIOTCS HEOTHEMIIEMOM YacThIO
KOMIIJIEKCA Mep Oe30I1aCHOCTH U 3aIlUThl HHGopManuu B OpraHu3aIiuH.

1.3. TpeboBanus HacTosmero I[loJOXeHHS pacCIpPOCTPAHSAIOTCS Ha BCeX
PabOTHUKOB MOMpa3JeNeHUH, UCTIOIB3YIONMX B padoTe CPeACcTBA BEIYMCIATETHHON
TEXHUKH (BKJIIOYas paboTy B JIOKAIBHOW BBIUUCIUTEIbHOU ceTH OpraHu3aiiuu) u

JOJDKHBI ~ NIPUMEHATBCS  [UIS  BCEX  CPEICTB  BBIYMACIMTENBHOM  TEXHUKH,
9KCILTyaTupyeMou B Opranuzaliu.
1.4, OpranusanuoHHOEe oOecr<deHHe MEPOIPHUATHH  aHTHBHPYCHOTO

KOHTPOJII W KOHTpPOJb 34 NIEUCTBUSIMHU  I10JIb30BaTeJIeH

OTBETCTBEHHOI'O 3a aHTI/IBI/Ip}’CHHﬁ KOHTPOIIb.

BO3J1arac€TCsa Ha

2. OcHOBHBIE TEPMHHbI, COKpPALIEHHUHA H OIPpeacICHUS

AC — aBTOMaTH3UpPOBaHHAS
obecreunBaromias  XpaHEHHE,

cucTeMa
00paboTKy,

Opranmszanmum = —
npeoOpa3oBaHue W

CHCTEMA,
nepenaqy

B.®.Xamaraesa
2021 r.



uH(popmarnu OpraHu3aiyy ¢ UCIIOIb30BaHUEM KOMIIBIOTEPHOMN U IPYTOl TEXHUKH.

KoMmnboTepHblii BUpPYyC porpaMma, ciocoOHasi co3jaBaTh CBOM KOITUH
(HE 00s13aTeIbHO MOJHOCTHIO COBIAJAOIIME C OPUTHHAIOM) U BHEAPSTH UX B
pa3ianyuHble 0OBEKTHI WM PECYPChl KOMITBIOTEPHBIX CUCTEM, CETEH U Tak jaanee 6e3
BeI0Ma IoJib30BaTelisl. [Ipy 3TOM KoMK COXPaHSIOT CIIOCOOHOCTH JTaIbHEHIIIEro

pacrpocTpaHeHHsl.

3apaxkeHHasi MPOrpamMma - 3TO IPOTrpamMma, CoJIepKaIlasi BHEIPSHHYIO B HEe

porpammy-BUpYC.

3. Opranu3amnusi CHCTEMbI AHTUBHPYCHOT'0 KOHTPOJIsI
3.1. [enbro MepoOnpUATHII IO AHTUBUPYCHOMY KOHTPOJIIO SIBJISIETCS
npenoTBpaiieHue noreps nHbopmanmu B AC Opranuzaiumu.

3.2. 3ajayaMy aHTUBUPYCHOM 3aIIIUTHI SIBISIOTCS:
- OTIPEJICJICHNE COCTaBa u periiaMeHTa 3amycka  aHTUBHPYCHBIX
JTUATHOCTUYECKHUX CPEJICTB, PETJIAMEHTA X PEBU3UU U OOHOBJICHUS;
- IPOBEACHUE MPOPUITAKTUIECKUX pabort c MIPUMEHEHUEM
AHTUBUPYCHBIX TUATHOCTHYCCKUX CPEJICTB;

- HETIpepbIBHOE 00€CcTeueHre 3allUThl HHPOPMALIMK OT AEHCTBUS BPEJOHOCHBIX
IIpOTpaMM Ha Bcex dTanax skcruryataund AC Opranusanuu.

3.3. [ns nmnpoBeneHuss MEpONPUSATHH MO  IPEIOTBPAIICHUIO
BUPYCHOTO  3apakeHus npukazom 1o OpraHu3anpd Ha3HA4aeTCs
OTBETCTBEHHBI 32 AHTUBUPYCHBIM KOHTPOJb. (OTBETCTBEHHBIN 3a
AHTUBUPYCHBIA KOHTPOJIb MOAYMHSETCA 3aBeAyronieMy OpraHuaszanud, B
cBOEH paboTe pyKOBOACTBYIOTCS HacTosmuM [lonoxenneM, HOpMaTUBHBIMU
aKTaMU 10 3aluTe HHYOPMALIUU, U IPYTUMH TOKYMEHTAMHU.

3.4. K wucnons3zoBanuto B OpraHu3anuu JOMYCKAIOTCS TOJIBKO
JUIIEH3UOHHBIC aHTUBUPYCHBIE CPEJICTBA, ICHTPAIM30BAaHHO 3aKyIUICHHBIC Y
pa3pabOTUYMKOB (MTOCTABIIMKOB) YKa3aHHBIX CPEJCTB, PEKOMEHJIOBAHHBIE K
IPUMEHEHUIO.

3.5. VYcraHoBka CpeACTB aHTUBHUPYCHOM 3alllUTBl M HACTPOMKA HX
MmapamMeTpoB B COOTBETCTBHM C PYKOBOACTBAMH II0 NPUMEHEHHUIO
KOHKPETHBIX aHTHUBHPYCHBIX CpPEICTB Ha KOMIbioTepax B Opranuzanuu
OCYIIIECTBIISIETCSI OTBETCTBEHHBIM 32 aHTUBUPYCHBIA KOHTPOJIb.

3.6. OOHOBIEHHWE AHTUBUPYCHBIX 0a3 JOJDKHO MPOU3BOJIUTHCS HE
pexe 1 paza B CyTKM aBTOMAaTHYECKH, COTJAaCHO BO3MOXKHOCTSIM
nporpaMmMHoro ooecnevyeHus. B ciyyae c00si aBToMaTH4eCKOro 0OHOBIIEHUS



oOHOBJIeHHE 06a3 MPOU3BOAUTCS BPYUHYIO C TOM e MEPUOTUIHOCTHIO.

3.7. OO0s3aTenbHOMY  BXOJAHOMY  aHTUBHUPYCHOMY  KOHTPOJIIO
NOJJNISKUT Jiobass uHbopMalus (TeKkcToBble (aiimbl MOOBIX (HOPMATOB,
(aiiapl TaHHBIX, UCIIONHIEMBIC (ailipl), TojlydaeMas ¥ TepenaBaemas 1o
TEIEKOMMYHUKAIIMOHHBIM KaHajdaM CBs3M, a Takke wHH(popManus Ha
CHEMHBIX HOCUTENSAX U MOOUIIBHBIX YCTPONCTBAX.

3.8.  daiinbl pe3epBHBIX KOMUM, TOMEIIAEMBbIC B AJICKTPOHHBIN apXUB,
JOJKHBI B 0053aTEIbHOM MOPSJKE MPOXOIUTh AHTHUBUPYCHBIN KOHTPOJIb.
[Teprnoanyeckue NpoOBEPKU JIEKTPOHHBIX APXUBOB JOJLKHBI IPOBOAUTHCS HE
pexe OJTHOTO pa3a B MECSIL.



3.9. MeponpusTsi 1O aHTUBUPYCHOM 3alllMTE HA KOMIIbIOTEpaxX B
Opranuzanuu BKJIIOYAIOT B CeOs:

«  npoduIaKTHKA BUPYCHOTO 3apa>KEHUS;
. QHaAJIU3 CUTYalUil;
+  IPUMEHEHME CPELICTB AaHTUBUPYCHOM 3aILUTHI;

* IIPOBCACHHC paCCJ'IGIIOBaHI/Iﬁ HHIOUACHTOB CBA3AHHBIX C BUPYCAMMH.

4. IlpodpniiakTuka BUPYCHOTO 3apaKeHUs
4.1. B uensix UCKIIOYEHHUS TNOSBICHUS U PaCIpOCTPAHEHUS BUPYCOB Ha
pabounx cranmusx AC OpraHuzanud JOJDKHBI  PETYJISIPHO — MTPOBOJUTCS
npodunakTrudeckue mepornpusaTusi. K ocHOBHBIM NpodUIaKTHUECKUM paboTaMm U
MEPONPUATHSIM OTHOCSITCS:
+ ©XEJHEBHAasl aBTOMATHMYECKas MPOBEPKAa HaIW4YUsig BHUPYCOB MO
pacnucaHuIo;

« peryispHas (He pexke OJHOTO pa3a B KBapTall) BHIOOPOYHAs TPOBEpPKa
pabouyux CTaHUMH U CEpPBEPOB HAa HAJIMYHUE BUPYCOB, JlaK€ MPU OTCYTCTBUHU
BHEIIIHHUX MPOSIBIICHUI BUPYCOB;

+ TpOBEpKa HAJIMYMsI BUPYCOB Ha pabOYMX CTAHIUSAX, BEPHYBIIUXCS C
peMOHTa (B TOM YHCJI€ TAPAHTUMHOTO) B CTOPOHHUX OPTaHU3AIUSX;

+  CO3JaHHE PE3epBHOM KOIUU MPOTPAMMHOTO MPOIYKTa Cpaszy ke Mociie
IPUOOPETCHMUS;

* YCTAHOBKa 3alIUTHI OT 3allMCH Ha CbCMHBIC HOCHTCIIU I/IH(bOpMaI_[I/II/I,
rac 3TO BO3MOZKHO,

+  TIIATeJbHas MPOBEPKA BCEX MOCTYMAIONINX U KYIJICHHBIX MTPOTpamMM U
0a3 JaHHbBIX;

+  OrpaHUYCHHE JIOCTYIa K KOMITBIOTEPY MOCTOPOHHUX JIHUII.
4.2. Co3gaHue pe3epBHON KOMUW MPOTPAMMHOTO MPOAYKTA BBITIOIHSICTCS
OTBETCTBEHHBIM 3a AHTUBUPYCHBIN KOHTPOJIb, OCTaJIbHBIE
npoduIakTHIecKue paboThl 1 MEPOTIPUATHS BBITIOJHSIOTCS OTBETCTBEHHBIM
32 aHTUBUPYCHBIN KOHTPOJIb B Opranu3aiui.

4.3. Ilpu oOHapykeHWHM BHUPYCOB Ha KOMIbIOTEpEe, paboTamimeM B
JIOKaJIBbHOM CETH, TPOBEPKE MOIJICKAT BCE KOMITBIOTEPHI, BKIIFOUECHHBIC B ATY
CEeTh M paboTaroIie ¢ OOIMMMH TAaHHBIMU U TIPOTPAMMHBIM 00€CTICUCHUEM.

5. AHaJIM3 cuTyanuii
5.1. Ilpu cooOmieHnn aHTUBUPYCHBIX MPOTPAMMBI O MTOJA03PECHUH HA HAJTUIHE
BUPYCOB Ha pabouell CTaHIIMU, HEOOXOIUMO MTPHUOCTAHOBUTH PAOOTY U HEMEIIIEHHO
M3BECTUTH 00 3TOM OTBETCTBEHHOT'O 32 aHTHBUPYCHBIN KOHTPOJIh Opranusanuu, a



TaK)Ke JIPYTUX TOJIb30BaTeNed U MOJPa3esICHHs], UCTIONb3YIOIKe 3TU (ailibl B
pabote, eciu 3apaxeHHbIe (aIbI SIBISIIOTCS COBMECTHO HCIOJIb3YEMbIMH.

5.2. AHanu3 cUTyallud HAJIUYUSI BUPYCOB BBIMIOJIHSIETCS OTBETCTBEHHBIM 3a
AHTUBUPYCHBIA KOHTPOJb B Opranuzauuu. lIpu aHammsze MOryT JOMOJHUTEIBHO
UCIIOJIb30BAThCS CHEIUAIbHOE MpOorpaMMHOE obOecredeHue isi OOHapyKeHUs
BHUPYCOB.

53. B xome anamm3za cuTyaluu o00s3aTENbHO TPEOyeTCs OMpPEneIUTh
MCTOYHUK 3apaKeHus. Eciy NCTOYHUKOM 3apaKeHUs SBISETCS ChEeMHBI HOCUTEIb
mubo napyras paboyas cranius OpraHu3anuu, TO HEOOXOAWMO MPOBEPUTH Ha
HAJIMYKME BUPYCOB padOYyIO CTAHIIMIO - UCTOYHUK 3apakeHus. B ciryuae 3apaxenus
yepe3 TN00aNbHYI0 ceTh VHTepHeT WiIM MO SJIEKTPOHHOW IOYTEe CIEAyeT
HEMEUICHHO 3a0JI0KHPOBATh PECypC WM aJIpeC JICKTPOHHOM MOYTHI — UCTOYHUK
3apakeHusl.

5.4. B ciyyae oOHapy>XeHHUs BHUPYCHOTO 3apak€HHUsSl paccieoBaHue
JIOMYUICHHBIX HApPYIICHUH MPOU3BOAUTCS OTBETCTBEHHBIM 33 aHTUBUPYCHBIN
KOHTPOJIb HAa OCHOBaHWMM PeriaMeHTa pearupoBaHusi Ha  WHIHICHTHI
UHPOPMAIIMOHHON 0€301MacHOCTH, YTBEPKIeHHOTO B OpraHu3amuu.

6. IIpuMeHeHHe CpeACTB AHTUBUPYCHOM 31U THI
6.1. VHHUYTOXXEHHWE  BHPYCOB  BBINOJHICTCS OTBETCTBEHHBIM
32 aHTUBUPYCHBIN KOHTPOJIb B OpraHusamuu.

6.2. Tlocine yHUYTOXXEHHSI BHPYCOB W BOCCTAHOBIICHUS 3apa)KEHHBIX
nporpaMm U (aitJioB ¢ TaHHBIMU HEOOXOIUMO €IIIE Pa3 BBIMOJIHUTH TPOBEPKY
HaJIM4Usl BUPYCOB, UCIIOJIb3Ys AHTUBUPYCHBIE TPOTPAMMBI.

6.3. B ciyuae oOHapyx)eHUs, HE MOAAIOIIETOCS JICUSHUIO TPUMEHSIEMbIMU
AHTUBUPYCHBIMH CPEJICTBAMU, OTBETCTBEHHBIN 32 aHTUBUPYCHBIH KOHTPOJIb
JIOJKEH HAIIPaBUTh 3apayKEHHBIN BUPYCOM (Daiisl B OpraHU3aIfio, ¢ KOTOPOH
3aKJIFOUEH JIOTOBOP HAa aHTUBUPYCHYIO MOJICPIKKY.

7. OTBEeTCTBeHHOCTH

7.1. OTBETCTBEHHOCTHh 32 BBINOJIHEHUE MEPONPUSTUNA IO AHTUBUPYCHOU
3amuTe HHHOPMAITMHU Ha CPECTBAX BBIYUCIUTEIIBHON TEXHUKH, SKCIUTYaTUPYEMbIX
NOAYMHEHHBIMU JIUIIAMH B TIOAPA3JEJICHUU B COOTBETCTBUHM C TpPEeOOBaAHUSIMHU
Hacrosiero [Tonoxenus:, Bo3naraeTcs Ha pyKOBOAUTENS TOAPA3ACICHUS.

7.2. OTBETCTBEHHOCTh 32 BBIMOJHEHUE MEPOIPUATUNA O AHTUBUPYCHOU
3amuTe MHPOPMaLIUKU Ha CPEICTBAX BBIUMCIUTEIBHON TEXHUKH Ha paboueM MecTe
B COOTBETCTBHUU C TpeOoBaHUsSIMU HacTosmiero l[lomoskeHus, Bo3iaraeTcs Ha
M0JIb30BATEJIS CPEJICTB BHIUMCIUTEIbHON TEXHUKH.

7.3. OTBETCTBEHHOCTh 32 NMPOBEAEHUE MPOPHIAKTUUECKUX MEPOTIPUATUIN 110
oOecrieueHnto aHTUBUPYCHOM 3amuThl B AC OpraHuzaiuu, a Takke YHUYTOKEHUE



BBISIBJICHHBIX BHPYCOB BO3JIara€TCsi Ha OTBETCTBEHHOIO 3a AHTUBUPYCHBIN
KOHTpOJIb Opranuszanuu.

7.4. Ilepnoauueckuii KOHTPOJIb 32 COCTOSIHUEM aHTUBUPYCHOU 3auThl B AC
Opranu3zaiuy, a TaKxe 3a COOJII0JIEHNEM YCTaHOBIIEHHOTO NOPSAIKa AHTUBUPYCHOTO
KOHTPOJI U BBINOJIHEHUEM TpeOOoBaHUN Hacrosiero llojoxeHus coTpyIHUKaMu
nozpasaeneHuil OpraHusaium OCyIIECTBIISIETCS OTBETCTBEHHBIM 3a aHTUBUPYCHBIN
KOHTPOJIb.

7.5. Cotpynnuku OpraHuzanyy, HapylIMBIIUE TpPeOOBAHUSA HACTOSIIETO
JOKYMEHTA, MPUBJIEKAIOTCA K OTBETCTBEHHOCTU B COOTBETCTBUU C JECHCTBYIOIIUM
3akoHoAaTenbcTBOM Poccuiickon denepannn.



